Analysis and Design of Secure Cyber-Physical Systems
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Cyber-physical systems, opportunities and challenges Cyber-physical systems are next target of cyber warfare

Stuxnet worm 'targeted high-value Iranian

assets' u o
Computation Replay attack as “out of the movies”:
o - » One of the most cphiaticsed @ Infect controllers via USB device
Communication = Vi bnbala taraiihi :;:
T L% - value* Infrastruchure I irar, @ Observe and take control
Control s 4.0«'* ‘;-:.....m Tresmtac experts have told the BBC. . i
s s @ Deceive and damage centrifuges

Cyble" attack on Saudi plant designed to cause  Cyherattack on Critical Infrastructure: Russia
expiosion

De

and the Ukrainian Power Grid Attacks

Commercial drones highly vulnerable to
cyber-attacks and criminal misuse

Connectivity enables advanced applications, yet is a source of vulnerability
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Security is one of the biggest challenges to realize the CPS vision | : : MiTnort iy he antidrone meamies "
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Severity and scale of the cyber-physical security problem Cyber-physical security vs cyber security and fault tolerance

e Number of Reported Attacks Number of ICS-CERT Reported Vulnerabilities by Sector o D|fFe rent systems
: o Cyber-physical systems comprise dynamical components
i i u M5 . . -
p = e Laws of physics — challenges and opportunities for security
: = fon e E.g., patches may be expensive; models give predictive power

@ Different objectives
o Confidentiality, integrity and availability in addition to safety/resilience
o Continue operation and guarantee graceful degradation under attack
o Attacks are intentional/ "worst-case”, faults accidental/ “generic”

ICS-CERT Annual Report, 2015

@ Self-reported incidents, likely more e Severity of Attacks
Lo (6:391 (8 porcent © Different methods

o Data protection not sufficient, need compatibility with physics (Stuxnet)
o Can use sensors/actuators for active security, physical watermarking

o Unlike faults, attackers do not obey assumptions and predefined models

@ Critical infrastructures are key target
@ CPS security is of National interest
@ Economic, political, criminal drivers \

@ Attacks are easy to cast, yet severe

Cyber-physical security # cyber security @ fault tolerance )

Symantec: “Expect more of these threats” J ICS-CERT Aunual Report, 2015
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© Fundamental security limitations
@ A link between cyber and cyber-physical security
2006 2007 008 2009 200 2011 oz s 2008 0 @ Attacks and monitors for power systems
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Graph G = (V,€)

Weights: aj; # 0 <> (i,j) € £
Adjacency matrix: A = [ajj]
Misbehaving nodes: K C V

4
@
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®
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@ Nodes update state based on weighted average of neighboring states

xi(t+1) = Z 2i(t) x(t+1) = Ax(t) + By (t) @ By = location of misbehaving nodes
@ Widely used in consensus, estimation, formation control ... @ Ui = strategy of misbehaving nodes

e Misbehaving nodes (faulty, malicious) update their state arbitrarily yi(t) = Cixi(t) @ By, ux unknown to node i & K

. @ y; = local measurements of node /
How many misbehaving nodes can be tolerated (detected/identified)? | Vi
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Sensor network with misbehaving nodes How many misbehaving nodes can a network tolerate?

O e Graph connectivity: x(G)

Graph G = (V,€)
Weights: aj; # 0 < (i,j) € €

() (o) Adjacency matrix: A = [ajj]
. Misbehaving nodes: K C V
® @

e x(G): max number of disjoint
paths between any two vertices

e Knowing A and y;, how many
nodes K can be detected?

©)

(t+1) = Ax(t) + B (t) B, — [0 001000 O}T Fundamental detection bound
) - o T Generically, any well-behaving node can detect x(G) — 1 misbehaving nodes
T
() = Cix: 01 00O0O0O0TO
yi(t) = CGixi(t) GG=100010000 — - .
00001000 @ Detection: recognize that ux # 0 from measurements

@ ldentification: reconstruct the attack matrix Bx from measurements
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Undetectable misbehaving nodes At most x(G) — 1 misbehaving nodes can be detected

The misbehaving nodes K remain undetected by node i if and only if Fundamental detection bound
Generically, any well-behaving node can detect x(G) — 1 misbehaving nodes

yi(x0, Brcug, t) = yi(X0,0, t)

Equivalently, if and only if

4
) ) s [
yi(%0, Brux, t) = 0. _ D ® >
’ 1 / o N
—
Subnetwork 1 K Subnetwork 2
Undetectability of misbehaving nodes < zero dynamics
The misbehaving nodes K remain undetected by node / if and only if ux ) ) ) } ) ;
excites only the zero dynamics of (A, B, C;), for some initial state %o. Misbehaving nodes update their state to cancel interconnection signal
=4

zero dynamics
@ Invariant zero structure determines undetectable attack strategies

@ Solution to: (s/ — A)xg — Bxg =0 and Cxp + Dxg =0

) Im(A12) - Im(BK), Xl(t + 1) = A11X1(t) + A12X2(t) + Biculc(t)
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How many misbehaving nodes can a network tolerate? An example, and some considerations

@ e Graph connectivity: k(G)

2 e Connectivity k(G) =3
e Knowing A and y;, how many

nodes K can be identified? @ Generically, 2 misbehaving node

can be detected

@ Generically, 1 misbehaving node
can be identified

o 0 @ ©

e To remain undetected/unidentified, attacks must be chosen carefully

Fundamental identification bound

e Faults are generic; different bounds (security # fault tolerance)

Generically, any well-behaving node can identify L—2 Jmlsbehavmg nodes o Genericity: bounds hold for “almost all" choices of edge weights

o ] @ Tradeoff between connectivity and security (system design, more later)
o Identifiability < zero dynamics of (A, [Bx Br], Ci)
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Connections to Byzantine Generals problem, and extensions Connections to Byzantine Generals problem, and extensions

Our bounds are in accordance to results for Byzantine Generals. Moreover,

' ' The Byzantine Generals Problem @ ‘“zero dynamics” < ‘resilience” < “Byzantine bounds”
ﬁ i ’ LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE . . .- - -
oo \ , 4 ol it nad @ linear protocols are maximally resilient to misbehaving nodes
'“ ‘ Ir:\mr
* \ ' The Byzantine Generals Strike Again* ) ) L . .
! ’ t ’ Diiééy Doiavt In fact, our bounds include and generalize many existing security notions:
Compurer Science Depariment, Stanford University, Stanford, California 94305

' ' ?\ : @ "zero dynamics” = “2s-observability” (secure estimation) ...
Traitar Received March 10, 1981
[P. Tabuada et al. 2014]

Biormmniiis aeiilesii vl ki pesan? s vockiees o @ "zero dynamics” = “securable subspace” (as unobs. subspace) ...

named the “Byzantine Generals Problem” by L. Lamport, R. Shostak, and M. Pease [P. R. Kumar et al. 2018]

(Technical Report 54, Computer Science Laboratory, SRI International, March " Cn u "o "

1980). The results obtained in the present paper prove that unanimity is achievable @ "zero dynamics” = other undetectable attacks “stealthy”,‘“covert”...

in any distributed system if and only if the number of faulty processors in the system [S. Sastry et al. 2011], [R. Smith 2015], [B. Sinopoli et al. 2017]

is: (1) less than one-third of the total number of processors; and (2) less than

one-half of the connectivity of the system’s network. In cases where unanimity is e “zero dynamics’ = remedial controls against stealthy attacks ...

achievable, algorithms for obtaining it are given. This result forms a complete

characterization of networks in the light of the Byzantine Problem. [K. Johansson et al. 2015]
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Small-signal structure-preserving power network model:

@ transmission network: generators B, buses @
DC load flow assumptions, and network

: _yT
© Fundamental security limitations susceptance matrix Y = ¥

@ Attacks and monitors for power systems ] _
@ generators @ modeled by swing equations:

M/él' + Diéi = Pmech.in,i - Zj Yij : (0, — 91)

© buses ® with constant real power demand:
0 = Pioad,i — Zj Y- (6i = 6))

= Linear differential-algebraic sys: Ex = Ax+ P
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Models of attackers and monitors Modeling Stuxnet with unknown inputs and matrices

Actuator Attack State Attack Data Attack Bugs(t)

Actuator Attack State Attack Data Attack
Control Center Plant Sensors
@q_b @ S S & !' @ Control Center Plant Sensors

Yo et ] °.® s @H@ e = g | ?
ol T ol © X o , o ®
AT g B 2 > lﬁ ﬁ,‘A > 8
@H ’T | TT‘," ] KA
o O Y
A @<1—|> s - f T T ﬁ.;’
A
Duy(t)
. oviously recor Duy(t) = —Cu(t)
P sly recorded 2
Ex(t) = Ax(t) + Bu(t) (state and actuator attack) AT X

y(t) = Cx(t) + Du(t) (data substitution attack)
System dynamics:

@ Attackers are colluding and omniscient (model, params, state)

@ Attackers aim to change physical state and mislead monitors Ex(t) = Ax(t) + Bus(1)

y(t) = Cx(t) + Dui(t) + Dus(t)

@ Monitors aim to detect/identify attacks via measurements

V.
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Undetectable attacks in power systems Design of targeted attacks
. X . Canada
Equivalent characterizations of undetectable attacks: o Targeted attack design via geometric / o 90
( ) ( : optimal control (dual to detection) Py o hti—‘ & oK
© Vulnerability: undetectable attack y(x; 0 t) =y(x u t o IL e
_ _ o e Malicious coalition: {1 9} (PacNW) 867 6
@ System theory: intruder/monitor system has invariant zeros Pt
S, N o - e Attack input minimizes || o(t)|| .. o5 1 . n%i
© Graph theory: # attack signals > size o mput/output INKIng subject to H 16(t)H£oo >1 (Utah) R
= non-colluding generators are damaged T S S

Reduced WECC grid
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Governor control input

(not a fault signal!)
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Distributed monitor design

@ Detection/identification of attacks

@ Centralized geometric filters

@ Decentralized filters via waveform
relaxation and distributed UIO

Residuals r*)(t) for k = 100:

Residual Area 1
of
[ © _ ; ; . . . i .
”””””””””””” 10 5 10 15 20 25 30 35 40
! ! Residual Area 2 : :
A
7:0 5 10 5 20 25 30 3 40
\/\ ! ! Residual Area 3 ! !
. . oF
Waveform iteration error:
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Mitigating attacks

Attacked
Node

How to limit the effect of attacks on the system? J

Controller redesign, containment strategy, design for security ...

Secure Cyber-Physical Systems 04/10/18 26 / 32

F. Pasqualetti

e Security countermeasures
@ Asymptotic bounds of network resilience
@ Network design for selective security
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Resilience of large network systems

@ Network size > attacked nodes

Attacked

e x=Ax+ Bu Node

@ A — interaction graph

@ B — attacked nodes

o.]
Controllability Gramian: W = / A BBT At dt
0

Small \i,(W) & Small controllability degree

Large \min(WW) &  Large controllability degree
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Large networks are resilient to few attacked nodes Gramian assignment for selective network resilience

Upper bound on controllability degree 1 ] /oe.é::;é,,,,;o )
Let A be diagonalizable as A= VAV L. Then, Vol \Jj' < O "o e
A () < V) ot = R
min = 25(A) p
’ How to choose the network weights to protect critical nodes
.. . d facilitate attack detection fi itori des? J
@ K(V) = omax(V)/omin(V) (condition number; non-normality degree) e
o s(A) = —max R (A(A)) (stability margin) o Fixed set S of vulnerable nodes = B
: 2 T
_ A(A)=A(A) | _ o Effect of attack on node i = H5(A, B,¢') = Wi
P = e )\;“(A)—F)\JJ'(A)‘ (< 1 when A'is Stable) (energy impulse response from B to i = i-th diagonal entry Gramian)
@ Resilience increases exponentially with % Network design for Gramian assignment

(bounded non-normality degree and stability margin) Given a graph G, {w1,...,wn} >0, and an input matrix B, find a weighted

Certain network modes could still be controllable by attacker adjacency matrix A such that the Gramian YV of A, B satisfies Wi = wi.
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Network design for selective security Network design for selective security

Network design for Gramian assignment

If A is stable and “uniformly input-connected” with control impacts (;, . . .
Network design for Gramian assignment

Wii = Bi. If A is stable and “uniformly input-connected” with control impacts /3;,

Wi = Bi.

Input u(t)
S o n

o)
‘5_0 .
§ 1o Control impact along a path
2 sl The control impact along (i1, iz, . . . ip) is
o Bi i = R EARET Fipip—1
other xt) 115---1p |a. . | a3 e a; i
T | i i1ip i3 ip—1ip

0 5 10 15 20 25 30 35 40 45 50
Time (sec)

Select weights to assign control impacts = Network resilience by design )
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Network design for selective security Network design for selective security

Network design for Gramian assignment

If A is stable and “uniformly input-connected” with control impacts (;,

Network design for Gramian assignment

Wi = Bi.

If A is stable and “uniformly input-connected” with control impacts (;,

Wii = Bi.

Input u(t)

Uniformly input-connected network

Xy > w}d"’t‘\w”ﬂ, |
h W"'l‘ “"I“\"""“‘

A network is uniformly input-connected if

il
n’ll""\“"‘i\,’ il

e it is sign-skew-symmetric (aja;i < 0, a;; < 0 for i € S), and

@ for every node /, all control impacts to i are equal to 5; € R..

i
s other x(t)

0 5 10 15 20 25 30 35 40 45 50
Time (sec)

Select weights to assign control impacts = Network resilience by design )
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© Fundamental security limitations © Security for the smart grid

] A |Ink between Cyber and Cyber—physica' secu r|ty @ F. Pasqualetti, R. Carli, F. Bullo “Distributed Estimation via Iterative Projections with Application to Power
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@ S. Amini and F. Pasqualetti and H. Mohsenian-Rad “Dynamic Load Altering Attacks Against Power System

e SeCU r|ty countermeasures Stability: Attack Models and Protection Schemes,” in IEEE Transactions on Smart Grid, 1-5, 2015.
° AsymptOtIC bounds of network resilience @ S. Ami.n?,.F. Pasqualetti, M. Abb-aszadeh, H. Mohsenian-Rad “Hierarchi-cal Location Identification of
. . . Destabilizing Faults and Attacks in Power Systems: A Frequency-Domain Approach,” in IEEE Transactions on
o Network design for selective security Smart Grid, To appear, 2017.
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IEEE Transactions on Automatic Control, 56(12):90-104, 2011.
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F. Pasqualetti, F. Dorfler, F. Bullo “Attack Detection and Identification in Cyber-Physical Systems,” in IEEE International Journal of Control, 1-15, 2017.

Transactions on Automatic Control, 58(11):2715-2729, 2013.

F. Pasqualetti and S. Zampieri and F. Bullo “Controllability Metrics, Limitations and Algorithms for Complex Networks,”

) @ @& E [

in IEEE Transactions on Control of Network Systems, 1(1):40-52, 2014. © Security limitations and tradeoffs in stochastic control systems

G. Bianchin, P. Frasca, A. Gasparri, F. Pasqualetti, “The Observability Radius of Networks,” in IEEE Transactions on @ C-Z. Bai and F. Pasqualetti and V. Gupta “Data-injection attacks in stochastic control systems: Detectability
Automatic Control, 62(6):3006-3013, 2017. and performance tradeoffs,” in Automatica, 82:251-260, 2017.

S. Zhao and F. Pasqualetti “Networks with Diagonal Controllability Gramians: Analysis, Graphical Conditions, and D C-Z. Bai and F. Pasqualetti and V. Gupta “On Kalman Filtering with Compromised Sensors: Attack Stealthiness
Design Algorithms,” in Automatica, Submitted, 2018. and Performance Bounds,” in IEEE Transactions on Automatic Control, 62(12):6641-6648, 2017.
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