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Engineering autonomous systems

• operate in unstructured, unknown,

dynamic, contested environments

• learn from data and experience

• collaborate with systems and humans

• fail gracefully against tampering

• precision agriculture, transportation,

search and monitoring, healthcare



My contributions towards autonomy

Robotics
Coordinated

Distributed coordination and cooper-

ation algorithms for teams of robots:

• persistent surveillance, search

• algorithm design, analysis, testing

• autonomous exploration, detection

My contributions towards autonomy

Robotics
Coordinated

Robustness
Security

Expose and remedy vulnerabilities of

(networked) cyber-physical systems:

• attack analysis, detection, design

• model-based and data-driven settings

• power networks, multi-agent systems

My contributions towards autonomy

Robotics
Coordinated

Robustness
Security

Learning
Networks

Analyze, predict, and control dy-

namic processes over large networks:

• (data-driven) control, resilience

• performance limitations vs topology

• natural, social, tech. systems

My contributions towards autonomy

Robotics
Coordinated

Robustness
Security

Learning
Networks

Dynamics
Brain
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How does the anatomy of the brain

constrain and enable its functions?

• models, analysis of neural processes

• better algorithms and architectures

• treatments, cognitive enhancement



Data-driven control Brain dynamics
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Model-based LQG control

x(t + 1) = Ax(t) + Bu(t) + w(t)

y(t) = Cx(t) + v(t)

system sensor

+

sensor noise

LQG compensator

+

process noise
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+
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T
E

[
T−1∑

t=0

x(t)TQx(t) + u(t)TRu(t)

]
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Model-based LQG control

x(t + 1) = Ax(t) + Bu(t) + w(t)

y(t) = Cx(t) + v(t)

system sensor

+

sensor noise

Kalman filterLQR

+

process noise
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x(t)TQx(t) + u(t)TRu(t)

]

u(t) = Klqrx̂(t)

Kalman estimate

LQR gain 3/25



Model-based LQG control

x(t + 1) = Ax(t) + Bu(t) + w(t)

y(t) = Cx(t) + v(t)

system sensor

+

sensor noise

Kalman filterLQR

+

process noise

lim
T−∞

1

T
E

[
T−1∑

t=0

x(t)TQx(t) + u(t)TRu(t)

]

u(t) = Klqrx̂(t)

Kalman estimate

LQR gain

• known dynamical model and noise statistics

• recursive Riccati equations for KF/LQR

• separation principle: LQG = LQR + KF
3/25

Data-driven LQG control
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optimal LQG

direct approach

• input (U), state (X), output (Y) data

• multiple noisy, open-loop trajectories

• (linear) unknown dynamics and noise
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Data-driven LQG control
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direct approach

• input (U), state (X), output (Y) data

• multiple noisy, open-loop trajectories

• (linear) unknown dynamics and noise

Direct data-driven formula for LQR gain:
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Notation:
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cost matricesdata matrices

input/state trajectories initial state
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Data-driven LQG control
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Data-driven LQG control

Direct data-driven formula for Kalman filter:

• x̂(t) = Xt

[

Ut−1

Y

]† [

ut−1
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y t
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]

• ∥LKF − LDKF∥ ≤ c/
√
N

[Al Makdah et al., 2023 CDC]
10

3
10

5 10
7

10
0

10
−3

∥xKF − xD
KF∥

N

5/25



Data-driven LQG control

Direct data-driven formula for Kalman filter:

• x̂(t) = Xt

[

Ut−1

Y

]† [

ut−1
0

y t
0

]

• ∥LKF − LDKF∥ ≤ c/
√
N

[Al Makdah et al., 2023 CDC]
10

3
10

5 10
7

10
0

10
−3

∥xKF − xD
KF∥

N

Notation:

x̂(t) = Xt

[

Ut−1

Y

]† [

ut−1
0

y t0

]

state estimate

data matrices

current input/output
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• LQR + KF leads to data-driven LQG formulas

• data overcomes lack of model/noise knowledge
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[Krishnan et al., 2021 CDC]

Direct: no asymptotic bias, large variance

Indirect: asymptotic bias, small variance

Two distinct data regimes!
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Sensitivity to data perturbations and uncertainties

• data-driven and ML algorithms perform well in nominal conditions
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• yet, brittle performance against perturbations and non-ideal conditions

• lack of robustness guarantees limits deployment in physical environments

Sensitivity to data perturbations and uncertainties

• data-driven and ML algorithms perform well in nominal conditions

• yet, brittle performance against perturbations and non-ideal conditions

• lack of robustness guarantees limits deployment in physical environments

Insufficient data:

• actual data not in training dataset

• different operating conditions (weather, lighting)

• increasing training data mitigates this problem



Sensitivity to data perturbations and uncertainties

• data-driven and ML algorithms perform well in nominal conditions

• yet, brittle performance against perturbations and non-ideal conditions

• lack of robustness guarantees limits deployment in physical environments

An issue of algorithm sensitivity:

stop sign perturbation 45 mph speed limit sign

• small (adversarial) perturbations cause large decision errors

• perturbations “meaningless” to human eye

• more data not a solution, need better (less sensitive) algorithms

Sensitivity to data perturbations and Lipschitz constant
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Sensitivity to data perturbations and Lipschitz constant

<latexit sha1_base64="mZRMOc1wQoPBW684xZwFQaokmHU=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KklR9FjQg8cK9gPaUCbbTbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/nbX1jc2t7dJOeXdv/+CwcnTcNlGiKWvRSES6G6BhgivWstwK1o01QxkI1gkmt7nfeWLa8Eg92mnMfIkjxUNO0ebSHVocVKpuzZ2DrBKvIFUo0BxUvvrDiCaSKUsFGtPz3Nj6KWrLqWCzcj8xLEY6wRHrZVShZMZP57fOyHmmDEkY6ayUJXP190SK0pipDLJOiXZslr1c/M/rJTa88VOu4sQyRReLwkQQG5H8cTLkmlErphlBqnl2K6Fj1EhtFk85C8FbfnmVtOs176rmPtSrjcsijhKcwhlcgAfX0IB7aEILKIzhGV7hzZHOi/PufCxa15xi5gT+wPn8AdqPjhA=</latexit>

Data
<latexit sha1_base64="mZRMOc1wQoPBW684xZwFQaokmHU=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KklR9FjQg8cK9gPaUCbbTbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/nbX1jc2t7dJOeXdv/+CwcnTcNlGiKWvRSES6G6BhgivWstwK1o01QxkI1gkmt7nfeWLa8Eg92mnMfIkjxUNO0ebSHVocVKpuzZ2DrBKvIFUo0BxUvvrDiCaSKUsFGtPz3Nj6KWrLqWCzcj8xLEY6wRHrZVShZMZP57fOyHmmDEkY6ayUJXP190SK0pipDLJOiXZslr1c/M/rJTa88VOu4sQyRReLwkQQG5H8cTLkmlErphlBqnl2K6Fj1EhtFk85C8FbfnmVtOs176rmPtSrjcsijhKcwhlcgAfX0IB7aEILKIzhGV7hzZHOi/PufCxa15xi5gT+wPn8AdqPjhA=</latexit>

Data

<latexit sha1_base64="jM02nH/01Xlm9vhT++SCQ2zIL8E=">AAAB/3icbVDJSgNBEO1xjXGLCl68NAYhXsKMhOgx4MWDh4hmgWQIPZ2apEnPQneNGMYc/BUvHhTx6m9482/sLAdNfFDweK+KqnpeLIVG2/62lpZXVtfWMxvZza3tnd3c3n5dR4niUOORjFTTYxqkCKGGAiU0YwUs8CQ0vMHl2G/cg9IiCu9wGIMbsF4ofMEZGqmTO2wjPGBaVYXbGKBLr0Ug8HTUyeXtoj0BXSTOjOTJDNVO7qvdjXgSQIhcMq1bjh2jmzKFgksYZduJhpjxAetBy9CQBaDddHL/iJ4YpUv9SJkKkU7U3xMpC7QeBp7pDBj29bw3Fv/zWgn6F24qwjhBCPl0kZ9IihEdh0G7QgFHOTSEcSXMrZT3mWIcTWRZE4Iz//IiqZ8VnXKxfFPKV0qzODLkiByTAnHIOamQK1IlNcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/hWaVwA==</latexit> P
r(
S
p
ee
d
L
im

it
)

<latexit sha1_base64="jM02nH/01Xlm9vhT++SCQ2zIL8E=">AAAB/3icbVDJSgNBEO1xjXGLCl68NAYhXsKMhOgx4MWDh4hmgWQIPZ2apEnPQneNGMYc/BUvHhTx6m9482/sLAdNfFDweK+KqnpeLIVG2/62lpZXVtfWMxvZza3tnd3c3n5dR4niUOORjFTTYxqkCKGGAiU0YwUs8CQ0vMHl2G/cg9IiCu9wGIMbsF4ofMEZGqmTO2wjPGBaVYXbGKBLr0Ug8HTUyeXtoj0BXSTOjOTJDNVO7qvdjXgSQIhcMq1bjh2jmzKFgksYZduJhpjxAetBy9CQBaDddHL/iJ4YpUv9SJkKkU7U3xMpC7QeBp7pDBj29bw3Fv/zWgn6F24qwjhBCPl0kZ9IihEdh0G7QgFHOTSEcSXMrZT3mWIcTWRZE4Iz//IiqZ8VnXKxfFPKV0qzODLkiByTAnHIOamQK1IlNcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/hWaVwA==</latexit> P
r(
S
p
ee
d
L
im

it
)

<latexit sha1_base64="mZRMOc1wQoPBW684xZwFQaokmHU=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KklR9FjQg8cK9gPaUCbbTbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/nbX1jc2t7dJOeXdv/+CwcnTcNlGiKWvRSES6G6BhgivWstwK1o01QxkI1gkmt7nfeWLa8Eg92mnMfIkjxUNO0ebSHVocVKpuzZ2DrBKvIFUo0BxUvvrDiCaSKUsFGtPz3Nj6KWrLqWCzcj8xLEY6wRHrZVShZMZP57fOyHmmDEkY6ayUJXP190SK0pipDLJOiXZslr1c/M/rJTa88VOu4sQyRReLwkQQG5H8cTLkmlErphlBqnl2K6Fj1EhtFk85C8FbfnmVtOs176rmPtSrjcsijhKcwhlcgAfX0IB7aEILKIzhGV7hzZHOi/PufCxa15xi5gT+wPn8AdqPjhA=</latexit>

Data

<latexit sha1_base64="rDmrmlzYrhJpinJS4PkmAphBThI=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseCHjxWsB/QhrLZbtq1m03YnQgl9D948aCIV/+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKVWr1bLpH2yxW36s5BVomXkwrkaPTLX71BzNKIK2SSGtP13AT9jGoUTPJpqZcanlA2pkPetVTRiBs/m187JWdWGZAw1rYUkrn6eyKjkTGTKLCdEcWRWfZm4n9eN8Xw2s+ESlLkii0WhakkGJPZ62QgNGcoJ5ZQpoW9lbAR1ZShDahkQ/CWX14lrYuqd1l172uVei2PowgncArn4MEV1OEOGtAEBo/wDK/w5sTOi/PufCxaC04+cwx/4Hz+AF2ojvI=</latexit>

∆<latexit sha1_base64="jM02nH/01Xlm9vhT++SCQ2zIL8E=">AAAB/3icbVDJSgNBEO1xjXGLCl68NAYhXsKMhOgx4MWDh4hmgWQIPZ2apEnPQneNGMYc/BUvHhTx6m9482/sLAdNfFDweK+KqnpeLIVG2/62lpZXVtfWMxvZza3tnd3c3n5dR4niUOORjFTTYxqkCKGGAiU0YwUs8CQ0vMHl2G/cg9IiCu9wGIMbsF4ofMEZGqmTO2wjPGBaVYXbGKBLr0Ug8HTUyeXtoj0BXSTOjOTJDNVO7qvdjXgSQIhcMq1bjh2jmzKFgksYZduJhpjxAetBy9CQBaDddHL/iJ4YpUv9SJkKkU7U3xMpC7QeBp7pDBj29bw3Fv/zWgn6F24qwjhBCPl0kZ9IihEdh0G7QgFHOTSEcSXMrZT3mWIcTWRZE4Iz//IiqZ8VnXKxfFPKV0qzODLkiByTAnHIOamQK1IlNcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/hWaVwA==</latexit> P
r(
S
p
ee
d
L
im

it
) • training optimizes prediction accuracy

• data perturbations reduce accuracy

• robustness depends on “slope” of trained model

7/25

Sensitivity to data perturbations and Lipschitz constant

<latexit sha1_base64="mZRMOc1wQoPBW684xZwFQaokmHU=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KklR9FjQg8cK9gPaUCbbTbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/nbX1jc2t7dJOeXdv/+CwcnTcNlGiKWvRSES6G6BhgivWstwK1o01QxkI1gkmt7nfeWLa8Eg92mnMfIkjxUNO0ebSHVocVKpuzZ2DrBKvIFUo0BxUvvrDiCaSKUsFGtPz3Nj6KWrLqWCzcj8xLEY6wRHrZVShZMZP57fOyHmmDEkY6ayUJXP190SK0pipDLJOiXZslr1c/M/rJTa88VOu4sQyRReLwkQQG5H8cTLkmlErphlBqnl2K6Fj1EhtFk85C8FbfnmVtOs176rmPtSrjcsijhKcwhlcgAfX0IB7aEILKIzhGV7hzZHOi/PufCxa15xi5gT+wPn8AdqPjhA=</latexit>

Data
<latexit sha1_base64="mZRMOc1wQoPBW684xZwFQaokmHU=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KklR9FjQg8cK9gPaUCbbTbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/nbX1jc2t7dJOeXdv/+CwcnTcNlGiKWvRSES6G6BhgivWstwK1o01QxkI1gkmt7nfeWLa8Eg92mnMfIkjxUNO0ebSHVocVKpuzZ2DrBKvIFUo0BxUvvrDiCaSKUsFGtPz3Nj6KWrLqWCzcj8xLEY6wRHrZVShZMZP57fOyHmmDEkY6ayUJXP190SK0pipDLJOiXZslr1c/M/rJTa88VOu4sQyRReLwkQQG5H8cTLkmlErphlBqnl2K6Fj1EhtFk85C8FbfnmVtOs176rmPtSrjcsijhKcwhlcgAfX0IB7aEILKIzhGV7hzZHOi/PufCxa15xi5gT+wPn8AdqPjhA=</latexit>

Data

<latexit sha1_base64="jM02nH/01Xlm9vhT++SCQ2zIL8E=">AAAB/3icbVDJSgNBEO1xjXGLCl68NAYhXsKMhOgx4MWDh4hmgWQIPZ2apEnPQneNGMYc/BUvHhTx6m9482/sLAdNfFDweK+KqnpeLIVG2/62lpZXVtfWMxvZza3tnd3c3n5dR4niUOORjFTTYxqkCKGGAiU0YwUs8CQ0vMHl2G/cg9IiCu9wGIMbsF4ofMEZGqmTO2wjPGBaVYXbGKBLr0Ug8HTUyeXtoj0BXSTOjOTJDNVO7qvdjXgSQIhcMq1bjh2jmzKFgksYZduJhpjxAetBy9CQBaDddHL/iJ4YpUv9SJkKkU7U3xMpC7QeBp7pDBj29bw3Fv/zWgn6F24qwjhBCPl0kZ9IihEdh0G7QgFHOTSEcSXMrZT3mWIcTWRZE4Iz//IiqZ8VnXKxfFPKV0qzODLkiByTAnHIOamQK1IlNcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/hWaVwA==</latexit> P
r(
S
p
ee
d
L
im

it
)

<latexit sha1_base64="jM02nH/01Xlm9vhT++SCQ2zIL8E=">AAAB/3icbVDJSgNBEO1xjXGLCl68NAYhXsKMhOgx4MWDh4hmgWQIPZ2apEnPQneNGMYc/BUvHhTx6m9482/sLAdNfFDweK+KqnpeLIVG2/62lpZXVtfWMxvZza3tnd3c3n5dR4niUOORjFTTYxqkCKGGAiU0YwUs8CQ0vMHl2G/cg9IiCu9wGIMbsF4ofMEZGqmTO2wjPGBaVYXbGKBLr0Ug8HTUyeXtoj0BXSTOjOTJDNVO7qvdjXgSQIhcMq1bjh2jmzKFgksYZduJhpjxAetBy9CQBaDddHL/iJ4YpUv9SJkKkU7U3xMpC7QeBp7pDBj29bw3Fv/zWgn6F24qwjhBCPl0kZ9IihEdh0G7QgFHOTSEcSXMrZT3mWIcTWRZE4Iz//IiqZ8VnXKxfFPKV0qzODLkiByTAnHIOamQK1IlNcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/hWaVwA==</latexit> P
r(
S
p
ee
d
L
im

it
)

<latexit sha1_base64="mZRMOc1wQoPBW684xZwFQaokmHU=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KklR9FjQg8cK9gPaUCbbTbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/nbX1jc2t7dJOeXdv/+CwcnTcNlGiKWvRSES6G6BhgivWstwK1o01QxkI1gkmt7nfeWLa8Eg92mnMfIkjxUNO0ebSHVocVKpuzZ2DrBKvIFUo0BxUvvrDiCaSKUsFGtPz3Nj6KWrLqWCzcj8xLEY6wRHrZVShZMZP57fOyHmmDEkY6ayUJXP190SK0pipDLJOiXZslr1c/M/rJTa88VOu4sQyRReLwkQQG5H8cTLkmlErphlBqnl2K6Fj1EhtFk85C8FbfnmVtOs176rmPtSrjcsijhKcwhlcgAfX0IB7aEILKIzhGV7hzZHOi/PufCxa15xi5gT+wPn8AdqPjhA=</latexit>

Data

<latexit sha1_base64="rDmrmlzYrhJpinJS4PkmAphBThI=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseCHjxWsB/QhrLZbtq1m03YnQgl9D948aCIV/+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38z89hPXRsTqAScJ9yM6VCIUjKKVWr1bLpH2yxW36s5BVomXkwrkaPTLX71BzNKIK2SSGtP13AT9jGoUTPJpqZcanlA2pkPetVTRiBs/m187JWdWGZAw1rYUkrn6eyKjkTGTKLCdEcWRWfZm4n9eN8Xw2s+ESlLkii0WhakkGJPZ62QgNGcoJ5ZQpoW9lbAR1ZShDahkQ/CWX14lrYuqd1l172uVei2PowgncArn4MEV1OEOGtAEBo/wDK/w5sTOi/PufCxaC04+cwx/4Hz+AF2ojvI=</latexit>

∆<latexit sha1_base64="jM02nH/01Xlm9vhT++SCQ2zIL8E=">AAAB/3icbVDJSgNBEO1xjXGLCl68NAYhXsKMhOgx4MWDh4hmgWQIPZ2apEnPQneNGMYc/BUvHhTx6m9482/sLAdNfFDweK+KqnpeLIVG2/62lpZXVtfWMxvZza3tnd3c3n5dR4niUOORjFTTYxqkCKGGAiU0YwUs8CQ0vMHl2G/cg9IiCu9wGIMbsF4ofMEZGqmTO2wjPGBaVYXbGKBLr0Ug8HTUyeXtoj0BXSTOjOTJDNVO7qvdjXgSQIhcMq1bjh2jmzKFgksYZduJhpjxAetBy9CQBaDddHL/iJ4YpUv9SJkKkU7U3xMpC7QeBp7pDBj29bw3Fv/zWgn6F24qwjhBCPl0kZ9IihEdh0G7QgFHOTSEcSXMrZT3mWIcTWRZE4Iz//IiqZ8VnXKxfFPKV0qzODLkiByTAnHIOamQK1IlNcLJI3kmr+TNerJerHfrY9q6ZM1mDsgfWJ8/hWaVwA==</latexit> P
r(
S
p
ee
d
L
im

it
) • training optimizes prediction accuracy

• data perturbations reduce accuracy

• robustness depends on “slope” of trained model

Literature on regulating Lipschitz constant (very incomplete and a bit outdated):

• Lipschitz constant after training [Weng et al., 2018][Fazlyab et al., 2019]
(computationally intensive, loose bounds, not useful for algorithm design)

• Lipschitz-regularized training [Gouk et al., 2018][Finlay et al., 2018]
(no guarantees on neither nominal nor adversarial performance, not interpretable)

• distributionally robust training [Wong et al., 2018][Pauli et al., 2020]
(not interpretable, no prescribed design of robustness, lack of adversarial guarantees)
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Literature on regulating Lipschitz constant (very incomplete and a bit outdated):

• Lipschitz constant after training [Weng et al., 2018][Fazlyab et al., 2019]
(computationally intensive, loose bounds, not useful for algorithm design)

• Lipschitz-regularized training [Gouk et al., 2018][Finlay et al., 2018]
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(computationally intensive, loose bounds, not useful for algorithm design)

(no guarantees on neither nominal nor adversarial performance, not interpretable)

(not interpretable, no prescribed design of robustness, lack of adversarial guarantees)
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Analogy with heat flow:

∇ · (λ∇f ) + ∂f L = 0

• solution to robust learning = steady state solution of heat flow

• data-driven map = steady state temperature profile

• Lagrange multiplier λ = thermal conductivity of medium

• Laplace operator = heat conduction driven by constraint activation

• derivative of loss function = heat source
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• fund. performance vs robustness tradeoff

8/25

Safety certificates for open-loop data-driven algorithms

min
f∈Lip

L(f )

subject to lip(f ) ≤ α

loss function

trained model

Lipschitz constant

A unique saddle point exists and satisfies:

∇ · (λ∇f ) + ∂f L = 0

[Krishnan et al., 2020 Neurips]

Laplace operator

weighted by Lagrange

multiplier λ

derivative of loss

smoothing of f while

ensuring Lipshitz bound α

• hard Lipschitz constraint ⇒ certificate

• link adv. robustness to PDE theory

• f ∗ = optimal temperature profile

• leads to PDE and multi-agent algorithms

• fund. performance vs robustness tradeoff

8/25

Safety certificates for open-loop data-driven algorithms

0 0.2 0.4 0.6 0.8 1
0

0.2

0.4

0.6

0.8

1
Checkerboard

0 0.2 0.4 0.6 0.8 1
0

0.2

0.4

0.6

0.8

1
lip(f ) = 100

0 0.2 0.4 0.6 0.8 1
0

0.2

0.4

0.6

0.8

1
lip(f ) = 7

0 0.2 0.4 0.6 0.8 1
0

0.2

0.4

0.6

0.8

1
lip(f ) = 1

Increasing robustness

0 50 100 150 200 250
0.93

0.94

0.95

0.96

α (Lipschitz bound)

T
es

ti
n

g
ac

cu
ra

cy

0.4 0.6 0.8 1 1.2
0

2

4

6

8

ε (loss margin)

L
ip

sc
h

it
z

co
n

st
an

t

9/25

Safety certificates for closed-loop data-driven algorithms
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• Pareto frontier of estimators:

K (λ) = XCT(CXCT + I + λR)

• strict perf. vs rob. tradeoff

[Al Makdah et al., 2021 O. Hugo Schuck Best Paper Award]
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Robustness vs performance tradeoffs for control and decision-making

Classification as hypothesis testing problem

H0 : x ∼ f0 and H1 : x ∼ f1

• fundamental accuracy vs robustness

tradeoff; independent of classification

algorithm; depends on data dist. only

• simpler algorithms often more robust

• abstaining can also improve robustness

[Al Makdah et al., 2019 LCSS and 2021 ACC]
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Data-driven control Brain dynamics
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(credit Ellen Weinstein)

Reverse engineering the human brain is

one of the greatest challenges of mod-

ern science, and the key to advancing

health and artificial intelligence.

Reverse engineer the human brain to advance AI

Wisconsin card sorting task

sort card based

on attribute/value

• each card has 3 attributes (number, shape, color)

• each attribute has 4 values (blue, green, yellow, orange)

• task: classify cards based on value of one attribute

• reward: after each classification player knows if correct



Reverse engineer the human brain to advance AI

Wisconsin card sorting task

sort card based

on attribute/value

• each card has 3 attributes (number, shape, color)

• each attribute has 4 values (blue, green, yellow, orange)

• task: classify cards based on value of one attribute

• reward: after each classification player knows if correct

• catch: classification rule changes and unknown to player

Reverse engineer the human brain to advance AI

Wisconsin card sorting task

sort card based

on attribute/value

• each card has 3 attributes (number, shape, color)

• each attribute has 4 values (blue, green, yellow, orange)

• task: classify cards based on value of one attribute

• reward: after each classification player knows if correct

• catch: classification rule changes and unknown to player

20 40 60 80 100
0

20

40

60

80

100
oracle

random

Cumulative Reward

rounds

Reverse engineer the human brain to advance AI

Wisconsin card sorting task

sort card based

on attribute/value

• each card has 3 attributes (number, shape, color)

• each attribute has 4 values (blue, green, yellow, orange)

• task: classify cards based on value of one attribute

• reward: after each classification player knows if correct

• catch: classification rule changes and unknown to player

20 40 60 80 100
0

20

40

60

80

100
oracle

Tabular Q

DQL

random

Cumulative Reward

rounds

Reverse engineer the human brain to advance AI

Wisconsin card sorting task

sort card based

on attribute/value

• each card has 3 attributes (number, shape, color)

• each attribute has 4 values (blue, green, yellow, orange)

• task: classify cards based on value of one attribute

• reward: after each classification player knows if correct

• catch: classification rule changes and unknown to player

20 40 60 80 100
0

20

40

60

80

100

human

oracle

Tabular Q

DQL

random

Cumulative Reward

rounds



Reverse engineer the human brain for sustainable AI

brain ∼ 10 W laptop ∼ 60 W AI data center ∼ 100 MW

• training GPT-3 same energy as driving to the moon and back

• GPT query consumes 15x more energy than Google query

• increasingly more models, larger models, more sophisticated GPUs, more users ...

14/25

Reverse engineer the human brain for improved health

• personalized diagnostics therapies

• novel brain computer interfaces and implantable devices

• enhancement of brain functions and reversal of cognitive decline

[Medtronic]
15/25

Functional patterns of brain activity

16/25

Functional patterns of brain activity

correlation

correlation

• synchrony between brain regions long known (EEG, fMRI, [Berger & Gray, 1929])

• rich repertoire of synchrony patters (transient, long-range, clustered)

• different patterns are biomarkers of health and disease (epilepsy, Parkinson’s)
16/25



Modeling functional patterns

brain regions white matter fibers

+ =

brain network

• nodes = brain regions; edges = bundles of white matter fibers

• static brain networks carry structural and statistical information

• dynamic brain networks are useful for the prediction & control of neural dynamics

17/25

Resting-state activity modeled by phase oscillators

each node of the brain net-

work captures the dynamics

of a population of neurons

18/25

Resting-state activity modeled by phase oscillators

Excitatory Inhibitory
excitatory and inhibitory
communities are in a

regime of self-sustained
oscillations

(weakly coupled Wilson-Cowan)
[Hoppensteadt and Izhikevich, 1997]

neurons’ firing rates
describe a limit cycle

dynamics approximated by
a single phase variable

[Cabral et al., 2011]
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Resting-state activity modeled by phase oscillators

θ̇i = ωi +
∑

j ̸=i

aij sin(θj − θi )
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Resting-state activity modeled by phase oscillators

θ̇i = ωi +
∑

j ̸=i

aij sin(θj − θi ) oscillator’s phase

interconnection weight

natural frequency
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Dynamical brain network to simulate neural activity

θ

ω

θω

θ

ω

ω

θ

dynamical brain network with:

nodes = brain regions

edges = white matter fibers

node dynamics = Kuramoto
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Modeling of functional patterns
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[Ponce-Alvarez et al., 2015 PLOS Comp Bio]

5 10

5

10

brain regions

br
ai

n
re

gi
on

s

correlation pattern

−1

1

co
rr

el
at

io
n

5 10

5

10

brain regions

br
ai

n
re

gi
on

s

cingulo-opercular

0

0.3

m
ag

ni
tu

de

5 10

5

10

brain regions

br
ai

n
re

gi
on

s

functional pattern

−1

1

co
rr

el
at

io
n

frequency
tuning

correlation

correlation

anatomy

filtered fMRI

time series

θj − θi

Kuramoto

20/25

Modeling of functional patterns

brain

t

b
ra
in

re
gi
on
s

t

b
ra
in

re
gi
on
s

[Ponce-Alvarez et al., 2015 PLOS Comp Bio]

5 10

5

10

brain regions

br
ai

n
re

gi
on

s

correlation pattern

−1

1

co
rr

el
at

io
n

5 10

5

10

brain regions

br
ai

n
re

gi
on

s

cingulo-opercular

0

0.3

m
ag

ni
tu

de

5 10

5

10

brain regions

br
ai

n
re

gi
on

s

functional pattern

−1

1

co
rr

el
at

io
n

frequency
tuning

correlation

correlation

anatomy

filtered fMRI

time series

θj − θi

Kuramoto

20/25



Analysis of functional patterns #1

correlated brain regions as

synchronized oscillators

Cluster synchronization is possible if and only if:

• equal frequencies for all oscillators in the same cluster

• the network weights are balanced

[Menara et al., 2020 TCNS]
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Analysis of functional patterns #2
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Controllability of the human brain (using fMRI data):

• the brain is structurally controllable

• brain hubs are optimal average control states

• sparse brain are optimal for modal control states

[Menara et al., 2019 TAC] [Menara et al., 2019 Neuroimage] [Gu et al., 2015 Nature Comm.]

u
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Control of functional patterns #1

CONTROL
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[Menara et al., 2020 Roberto Tempo Award] [Menara et al., 2022 Nature Comm.]

• control knobs = network weights + oscillator frequencies

• biological constraints ⇒ positive weights, sparsity of interventions, magnitude 23/25

Vibrational control of brain networks #2

soma
axons/

dendrites

electrode Deep Brain Stimulation

vibrational control

of network edges

0 50 100 150
−0.10

0.00

0.10

0.20

θ1 − θ2

θ4 − θ5

θ7 − θ12

t

Vibrational control for network systems:

• vibrational control explains DBS

• it allows for functional network modifications

• open-loop stabilization mechanisms

[Qin et al., 2024 TCNS]

24/25



Summary

In this talk: autonomy as the convergence of control, learning, data, and neuroscience

Summary

In this talk: autonomy as the convergence of control, learning, data, and neuroscience

• data-driven LQG control

• sample complexity and asymptotic performance

• performance vs robustness tradeoffs for control/learning

Summary

In this talk: autonomy as the convergence of control, learning, data, and neuroscience

• data-driven LQG control

• sample complexity and asymptotic performance

• performance vs robustness tradeoffs for control/learning

• brain-inspired decision making

• network control for brain analysis (anatomy & function)

• control-inspired methods for functional connectivity
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